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HMHCTPYKLIUSI
AIMHHECTPATOPA 0e30nacHOCTH HHPOPMANHOHHBIX CHCTEM NEPCOHAILHLIX AHIBIX
MBOY 0 «¥Yjomeascroii LT

1. OGIIHE ITOJIOZKEHHUSI

1.1. lannas MHCTpyKums Onpesensier OCHOBHbIEC OOS3aHHOCTH 1 NPaBa aAMHIHCTPATOpa
GesonacHocTH HHPOPMALIMOHHBIX CHCTEM NEPCOHATBHBIX JaHHBIX MBOY J10 «V UM » (nanee
— HIKOJIa).

1.2. AnavunmcTparop Ge30macHOCTH HHPOPMALHOHHBIX CHCTEM NEPCOHANBHBIX AAHHBIX
(nanee — UCT1Qu) sBasercs cOTpYAHMKOM [IKOJBL U HA3HAYACTCS IPHKA30M 1KOJIbL.

1.3. Pewenne Bompocos oGecnevenus HHPOPMAIMOHHON BGE30MACHOCTH BXOAHT B
apsimbie cityxkeOHble 00s3annoCTH anmuHucTparopa 6esonacnoctn MCITn.

1.4. Axmunncrparop Gesonacnoern MCIT/In obmamaer npapamp 10eTyna K HOGbIM
OPOrpaMMHBIM H AIapaTHLIM PeCypeam HIKOJIbL.

2. TEPMHUHBI 1 ONIPEJAEJEHUSI

2.1  Asromatusuposannoe pabouee mecro (APM) — nepcoHanbHblii KOMIBIOTEP K
NOAKMIOUEHHBIE K HEeMy mnepu(epuiinpie yCTpoiicTBa — MpHHTEP, MHOTO(YHKIHOHANLHLIC
YCTPOIicTBa, CKaHepbl U T.J1.

2.2 baokHpoBanue nepeoHAIbHLIN AAHHBIX - BPEMEHIOE NPEKPaIeHie 06padoTKi
NEPCOHANBHBIX JAHHBIX (33 HCK/IIOUEHHEM CiydacB, cciii o0pabortka HeoOxojmma s
YTOUHEHHS MEPCOHANBHBIX JaHHBIX) (cm. 3 @3 PD om 27.07.2006 2. N 132-P3 «O
NEPCOHANLHBIX OAHHBIXY).

23  Jloeryn K mudopmamMm — BO3MOKHOCTH nHOJyueHns HHGOPMALHE H ed
ucnonpsosanus  (em. 2 @3 PO om 27.07.2006 o N 149-D3 «O6 undpopmayuu,
UHPOPMAYUOHHIX MEXHONO2UAX U 3AUUME UHPOPMAYUUY).

24 3ammra undopMammm  — JEATEABHOCTH 10 [PEJIOTBPALICHHIO  YTEUKH
HHPOPMALMH, HECAHKIHOHHPOBAHHBIX H HETPE/IHAMEPEHILIX BO3ACHCTEI Ha HHOPMALLIIO. TO
€CTB [IPOLIECC, HAMPABIEHHBIH Ha J0CTHIKEHIE HHPOPMALHOHHON (e30NacHOCTH.

2.5  Hadopmanus - cpenenns (CooGWEHHS, AaHHBIE) HE3ABHCHMO 0T (JOPMBI HX
npejacraBieHus (cm. 2 @3 PO om 27.07.2006 o N [49-03 «O06 undghopmayuu,
UHOPMAYUOHHBIX MEXHONOUSX U 3QUUME UNPOPMAUULY).

2.6 HMudopmaumonnas cucrema  nepeonaganuvix  gamupix  (MCHJm) -
COBOKYMHOCTH COAEpIKaIHXCs B 0a3ax JaHHEIX NePCOHAILHBIX JIAHHBIX H 00€CneuBaoy X
00paGoTKy HH(YOPMALMOHHLIX TEXHONOTHIT N TEXHHUECKHX cpejcts (em. 3 D3 PP om
27.07.2006 2. N 152-D3 «O nepconanbibix OGHHBIN»).

2.7 Hecanxmnonnposaunsiii gocryn (HC/) — noctyn & undopmanm. xpansuieiics
Ha pasMYHBIX THNAX HOCHTeneil (OyMaKHBIX, MATHMTHBIX, ONTHYECKHX M T. JI) B
KOMIBIOTEPHBIX 6a3ax faHHbIX, (DailIoBLIX XPAHMIMINAX, APXMBAX, CEKPETHBIX YACTAX M T. L.
PasiUHBIX  OPraHu3auuil nyréM usMeneHus (nopbiuenns. (Gajiscndukaunm) CBoMx npans
JlocTyna.

2.8 Hocureas mudopmammn - 1000i  MarepuasbHbLi  0OBEKT WK cpena,
HCMOJIL3YEMBIH Ul XPAHEHHS ML TIepe/1aui HHPOPMALLHIL,



1.1. O6padoTka mNeEpCOHATBbHBIX [TAaHHBIX - I00oe nelicTBue (omeparus) WIu
COBOKYIHOCTh  JICMCTBUH  (Omeparuii), COBEpIIaeMbIX C  HCIOJb30BAHHEM  CPEJICTB
ABTOMATH3AINH WIH 0€3 MCIIOIB30BAHMS TAKUX CPEJICTB C MEPCOHATBHBIMU JTaHHBIMH, BKIIOYAs
cOop, 3aIUCh, CUCTEMAaTU3alINI0, HAKOILJICHHE, XpaHEeHHe, YTOUHEeHHe (0OHOBIEHUE, U3MEHEHHE),
U3BJICUCHHUE, HCIIONB30BaHMUE, Iiepefady (paclpocTpaHEHHe, IPEeNOCTaBICHUE, JJOCTYI),
o0e3nuynBaHue, OJIOKUPOBAHME, ylaleHHE, YHHUUTOXKEHUE MEPCOHAIbHBIX NaHHBIX (cm. 3 D3
P® om 27.07.2006 2. N 152-D3 «O nepcoHanvHbix OAHHBIXY).

1.2. llepcoHasibHble AaHHBIE - JF00as WHGOpPMAIUSA, OTHOCAMIASACA K MPSAMO HIIH
KOCBEHHO ONPEACICHHOMY WU OnpeensieMoMy (pu3nuecKkoMy JHIy (CyOBEKTY IMepCOHATbHBIX
naHHbIX) (cm. 3 @3 P® om 27.07.2006 2. N 152-D3 «O nepconanbHulx OAHHBIXY).

1.3. CpenctBo 3amuthbl nHpopmanun (C3U) — rexauveckoe, mporpaMMHOE CPEICTBO,
BEIIECTBO U (UJIM) MaTepuall, MpeaHa3HaueHHbIE UK UCIIOIb3yeMble JIJIS 3aIIUThl HHPOPMAIIUH.

1.4. Yrpo3sl Oe3onacHoctH mnepcoHanbHbIX AaHHbIX (YBIIJIH) - coBokymHOCTH
ycloBUM M (DAaKTOPOB, CO3/JAIOIIMX ONACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM 4YHCIIE
CIIy4alfHOTO, JOCTyNa K TMEpPCOHAIBHBIM JaHHBIM, pPE3YJIbTaTOM KOTOPOTO MOXKET CTaTh
YHUUYTOXKEHUE, H3MEHEHHe, OJIOKHUpOBaHHE, KOMUPOBAHUE, PACHPOCTPaHEHUE MEePCOHATBHBIX
JAHHBIX, a TaKKe WHBIX HECAHKIMOHUPOBAHHBIX JICHCTBUH TMpuU UX 00paboTKe B
MH(GOPMALIMOHHON CHCTEME MEePCOHANBHBIX NaHHBIX (Memooduxka onpedenenus axmyanibHbix
Yepo3 6e3onacHocmu nepcoHanIbHblX OAHHLIX NPU UX 0b6pabomke 8 UHPOPMAYUOHHBIX CUCTNEMAX
NePCOHANbHBIX OaHHbIX (ymeepaicoena 3amecmumenem oupekmopa ®CTIK Poccuu 14 espans
2008 2.))

1.5. YHUUYTOKeHHE TEePCOHAJBHBIX [JAaHHBIX - JCWCTBUS, B pe3ylbTaTe€ KOTOPBIX
CTAaHOBHUTCS HCBO3MOXXHBIM  BOCCTAHOBUTH  COJICP)KAHHE TICPCOHAIBHBIX  JIAHHBIX B
WH(GOPMALIMOHHONW CHUCTEME TMEPCOHANbHBIX MJAaHHBIX M (WIM) B pe3yabTaTe KOTOPBIX
YHMUTOKAIOTCS MaTepHaJIbHbIE HOCUTENH MEPCOHATIBHBIX JaHHbIX (cm. 3 @3 P® om 27.07.2006
2. N 152-®3 «O nepconanvhbix OaHHbIXY).

1. JOJI)KHOCTHBIE OBA3AHHOCTHU

Anmunuctpatop 6e3onacHoctu UCIT/In o6s3aH:

2.1. 3natp nepeveHs M yciuoBus 00pabOTKH MEPCOHATBHBIX JAHHBIX B IIKOJIE.

2.2. 3HaTh nepeueHb YCTAHOBJICHHBIX B KAOMHETaX IIKOJIbI TEXHUYECKUX CPEJCTB, B TOM
ynciie cbEMHBIX HocuTened, koHdurypamuio MCII[IH m mepedenbp 3ajgady, pemiaeMbix ¢ €€
MCIIOJIb30BAaHUEM.

2.3. Onpenensats nmomHoMouus nons3zoBareneid UCIIIH (opopmienne pazpemmTensHoi
CHCTEMBI JIOCTYIA), MUHUMAJIbHO HEOOXOAUMBIX MM JUIS BBIMOJIHEHUS CITYy>KEOHBIX (TPYIOBBIX)
00513aHHOCTEH.

2.4. OcymecTBIATh YYET U NMEPUOAMYECKUI KOHTPOJIb HaJl COCTAaBOM U MOJIHOMOYUSMU
M0JIb30BaTENe aBTOMaTU3MPOBAHHBIX pabounx Mect (nanee APM).

2.5. OcylIecTBIATh ONEpPaTUBHBIM KOHTPOJb 3a pabOTOM MOsb30BaTeNel 3allUIIEHHBIX
APM u anexBaTHO pearupoBaTh Ha BO3HUKAIOLIME HEIITATHBIE CUTYAIIHH.

2.6. bokupoBaTh JOCTYN K IMEPCOHAJIbHBIM JAaHHBIM IpPHU OOHAPY)KEHUH HapYIICHUH
Hopsi/IKa uX 00pabOTKH.

2.7. PearnupoBaTh Ha TMOMBITKM HECAHKIIMOHMPOBAHHOIO JOCTyNa K HWHpOpMalUd B
YCTaHOBJIEHHOM CT. 4 HacTosimel NHcTpykuuu.

2.8. YcTaHaBnMBaTh M OCYIIECTBISATh HACTPOWKY CPEICTB 3alIUThl MH(POPMALUU B
pamMKax KOMITETEHIUH.

2.9. OcymecTBIATh HENOCPEJICTBEHHOE YIPABIEHHE M KOHTPOJb PEXKUMOB pabOThHI
¢byuknuonuposanus npumensiembix B MCII/IH cpenctB 3ammuThl HHGOpMAIUU, OCYLIECTBIAThH
MPOBEPKY MPaBHIBHOCTH X HACTPOIKH (BEIOOPOYHOE TECTUPOBAHHME).

2.10. Ileppoauueckn  KOHTPOJIUPOBATh IEIOCTHOCTh Tedaredd  (IJIoMO, Hakieek)
TEXHUYECKUX CPEJICTB, UCIOIB3YEMBIX JIJIs1 00pabOTKH NMEePCOHATIBHBIX JAHHBIX.



2.11. IlpoBoauTth paboTy IO BBISBICHUIO BO3MOXKHBIX KAaHAJIOB YTEUKH MEPCOHAIBHBIX
JAHHBIX, U3y4aTh TEKyIIHE TEHACHIIMU B 00JACTH 3allUThI IEPCOHANBHBIX JaHHBIX.

2.12. IlpoBoauth  pa3bupareinbCcTBa W COCTaBJICHHE 3aKIIOYeHHH 10  (pakram
HECOOIOICHUS YCIIOBUN XpaHEHHUSI HOCHUTEJECH MEepCOHANBHBIX JAHHBIX, HAPYIICHUS MPABUI
paboThl ¢ TEXHUYECKUMHU U IporpammHbiMu cpeactBamu VMCII/IH, B TOM 4ucClie CO CpeacTBaMu
3alUThl MHPOPMAILIMH, WK 10 IPYTUM HAapyIIEHUSM, KOTOPbIE MOTYT HMPUBECTH K CHIKEHHUIO
YPOBHS 3aLIUIIEHHOCTH [IEPCOHAIBHBIX TAHHBIX.

2.13. IlpenoctraBnsate aoctyn k MCIIJIH HOBBIM MONB30BaTEIsAIM, MPEIOCTABIATH UM
BO3MO>KHOCTb 3a/1aTh I1ap0Jib, COOTBETCTBYIOIIUI TpeOoBaHUsAM «MHCTPYKIIMM 110 OpraHUu3aluu
MapOJIbHOM 3aILUTHI.

2.14. TIpou3BOOUTh MEPONPHUATHS 1O BHEIJIAHOBOH CMEHE Mapojieil B COOTBETCTBUU C
«MHCTpyKIMEN MO OpraHru3auy NapoIbHON 3aIUThD).

2.15. BHOCUTH IJTAaHOBBIE U BHETIJIAHOBBIE U3MEHECHUS B YUETHYIO 3alUCh MOJIb30BaTENEH
HUCIIH, B TOM uyuciae 1Mo TpeOOBAaHUIO PYKOBOJIWUTENS OTIAEIa W B ClIy4ae YBOJBHEHUS
COTpY/JHUKA.

2.16. OcyiiecTBAsATh NEPUOAMYECKOE pPE3EpPBHOE KOMHUpOBaHHE 0a3 NEepCOHATBHBIX
JAHHBIX M COMYTCTBYIOIICH 3aIlMIaeMoil MH(OpMAINH, a TaKKe OCYIIECTBIATH BHEIJIAHOBOE
CO3/IaHM€ PE3epPBHBIX Komuii Mo TpedoBanuto noip3oBateneit UCIIJIH u B UHBIX ciyyasx, KOrjaa
3TO HEOOXOUMO Il 00ECIIEUEHHsI COXPAHHOCTHU MEPCOHANIbHBIX JaHHbIX.

2.17. OcyiiecTBisTh BOCCTaHOBJCHHE HH(POpPMAMM W3 PE3EPBHBIX KOMHHA 110
TpeboBanuto monb3oBareneit MCIIAH w B HWHBIX ciaydasx, KOrJla 3TO HEOOXOAUMO MJis
BOCCTAHOBJICHUS] yTPAYEHHBIX CBEJICHUM.

2.18. Xpauutp qucTpuOyTUBBI TPOTPaMMHOTO obecnieueHusi, ycranonenaoro B MCIIT/IH,
B TOM 4YHCJIE€ JUCTPUOYTUBBI CPEICTB 3alIUThl HMH(QOpPMAIMH, B MECTE, HCKIIOYAIOLIEM
HECaHKIMOHUPOBAHHBIN JOCTYI K HUM TPEThUX JIULI.

2.19. BHOCUTH CBOM IPEIOKEHUS 10 COBEPLUICHCTBOBAHUIO MEP 3aIUThI IEPCOHATBHBIX
nanHbix B UCII/IH, pa3paboTke U MPUHATHH MEpP MO MPEJOTBPAIICHUIO BO3MOXKHBIX OIACHBIX
MOCJIE/ICTBUIM HAPYIIEHWM, MPUBOIAIIMX K CHMXKCHHMIO YPOBHS 3aIIMIIEHHOCTH MEPCOHAIBHBIX
JTAaHHBIX.

2.20. 3natp 3akoHomatenscTBO P®d 0 mepcoHanbHBIX [aHHBIX, CJIEAUTH 3a €ro
WU3MEHEHUSIMHU.

2.21. BoIONHATh WHBIE MEPONpUATHSA, TpeOyemble TEXHHMYECKUMH W TMPOTPAMMHBIMU
cpeactamu UCI/IH s nogaepxanust X GyHKIIMOHUPOBAHUS.

I11. TEMCTBHUS TP OBHAPYKEHUHU MOIIBITOK
HECAHKIHIMOHUPOBAHHOI'O JOCTYITA

3.1. K monbITKaM HECaHKIIMOHUPOBAHHOTO JIOCTYIA OTHOCSATCS:

3.1.1. ceancer paborel ¢ WCII[IH He3aperncTpUpOBAaHHBIX TIOJIH30BATEIICH, WU
II0JIb30BATENEH, HAPYIIMBIINX YCTAaHOBJIEHHYIO MEPUOJNYHOCTH AOCTYIA, WIH CPOK NEHCTBUS
MOJIHOMOYMI KOTOPBIX UCTEK, UJIM MPEBBILIAIOIINX CBOU MTOJIHOMOYHS 10 AOCTYIY K JaHHBIM;

3.1.2. neficTBUS TpEThEro JIMIA, IBITAIOIIErocsl MOJYYUTh JOCTYN (MJIU YXe
nonyuuBmero aoctyn) k MCIIJIH, mpu ncrosib30BaHMM Y4YETHOW 3alMCcHU aJMUHHCTpaTopa
wiu apyroro mnonb3oBatens MCII[IH, meromom monbopa mnapoiisi, MCHOJb30BAHUS MApOJI,
pa3ryaéHHOro BiIaieableM YUYETHON 3alUCH WK JIFOOBIM IPYTUM METOA0M.

3.2. llpu BoisiBIeHUM  (pakTa  HECAaHKIMOHMPOBAHHOTO  JOCTyHa  aIMHHHCTPATOP
6e3onacuoctu UCII/IH 06s13aH:

3.2.1. npekpatuTh HecaHKIMOHUPoBaHHbIH nocTyn k UCIT/H;

3.2.2. ONOKUTh AUPEKTOPY IIKOJBI O (hakTe HECAHKIIMOHHMPOBAHHOTO JOCTYIIA,
€ro pe3yibTare (YCIelIHbIH, HeyCIEIIHbIH) U MPEeIIPUHATHIX 1eHCTBUSX.



IV. IIPABA

Anmvunuctparop 6ezonacuoctu UCIT/Ia nmeet npaso:

4.1. TpeboBatb ot nons3oBareneid NCII/[H BbIONHEHUS HHCTPYKIIMA B 9acTH pabOTHI C
IporpaMMHBIMH, anmnapatHeiMu cpeactBamu VICII/IH u nepcoHanbHbIMU JAHHBIMU.

4.2. briokupoBaTh AOCTYN K NEPCOHAIBHBIM JTAHHBIM JIIOOBIX IMOJIb30BATENCH, €CIH ITO
HE00X0AUMO I IPEAOTBPAILCHUS HAPYLIEHUS PEXUMA 3alUThI IEPCOHATIBHBIX JaHHBIX.

4.3. IIpoBOANTH BHEIJIAHOBBIC AHTHUBUPYCHBIE MPOBEPKU TPU BO3HUKHOBEHHUHU YTPO3bI
HOSIBJICHUSI BPEIOHOCHBIX ITPOrPaMM.

4.4. ITpou3BOaUTh NMEPUOJNYECKUE TOIBITKM B3JIOMa MAapojeil Mmosiab30oBaTesiel B LENSIX
TECTUPOBAHUS CUCTEMbI KOHTPOJIS JOCTyNla Ha HaJU4yue ys3BUMOCTeH. B ciydae ycnemrHoi
HOTIBITKU — BIIPaBe TPeOOBATH y M0JIb30BATENS U3MEHEHUS apOJIs.

4.5. IIpoBoauTh ciayxeOHBIE paccieOBaHUs U ONpAIIMBATH I10JIb30BaTeNeH Mo (pakram
HECOOJIOZICHNS YCIIOBUM XPAaHEHUS HOCHUTENECH MNEPCOHANBHBIX JAaHHBIX, HAPYLIEHUS IPAaBUI
paboThl ¢ TEXHUYECKUMHU U nporpammubiMu cpeactBamu MCIIJIH, B ToM 4Mcie co cpeacTBaMu
3alUThl UHPOPMALIMHU, WK MO APYTMM HApYIICHUSM, KOTOPbIE MOTYT IPUBECTH K CHU)KEHHUIO
YPOBHSI 3aLUILEHHOCTH EPCOHATIBHBIX JAHHBIX.

V. OTBETCTBEHHOCTb

5.1. Anmunuctpatop 6e3onacHoctu UCII/IH HecéT nepcoHalbHYI0 OTBETCTBEHHOCTH 32
coOmonieHre TpeboBaHmWii Hacrosimedl WHCTpykumu, 3a cpeacTBa 3amuThl HHGOpMAIHH,
IpUMEHseMble B IIKOJE, 3a KaueCTBO NMPOBOAMMBIX UM paloOT Mo obecrnedeHno 0e30MacHOCTH
NEPCOHAJIBHBIX AAHHBIX M 3a BCC HGI;'ICTBHSI, COBCPHICHHBIC OT UMCHHU €TI0 y‘IéTHOfI 3aI1Iucu B
WCII[AH, ecnu Cc ero CTOPOHbI HE ObUIO NPEANPUHATO HEOOXOAUMBIX JEHCTBHH AMs
IIPEAOTBPALIEHUS HECAHKIIUOHUPOBAHHOIO UCIIOIb30BAaHUS €10 YYETHOU 3aIIUCH.

5.2. Anmunuctpatop Oe3zonacHoctu MCII/IH npu HapylmieHMH HOpM, peryaupyroIux
NoJy4eHrne, 00pabOTKy ¥ 3aIIUTy MEPCOHATBHBIX NAaHHBIX CYOBEKTa, HECET MUCIHUILTMHAPHYIO,
a/IMUHUCTPATUBHYIO, I'PaXJaHCKO-IIPAaBOBYIO M YTOJOBHYIO OTBETCTBEHHOCTh B COOTBETCTBHUH C
3aKoHoAarenbCcTBoM Pocculickoit denepanuu.



